MHdopmaunoHHaa namaTka AnAa obyyarowmxcs

C kaxabIM roaoM MOJSIOAEXW B UHTEPHETE CTAHOBUTCS BONbLLE, @ LLKOMbHWKA O4HN U3
CaMblX aKkTUBHbIX Nosib3oBaTenen PyHeTa. Mexay Tem, TOMMMO OrPOMHOTO KONMYeCcTBa
BO3MOXHOCTEMN, MHTEPHET HeCeT 1 Npobnembl. ATa NamaTka A0MKHa NOMoYb Tebe
6e30nacHO HaxoaUTLCS B CETH.

KomnbioTepHbie BUpYChI

KomnbloTepHbIi BUPYC - 3TO Pa3HOBUOHOCTb KOMMBIOTEPHbIX MPOrpamm,
OTNNYMTENBHOM 0COBEHHOCTBLIO KOTOPOIA ABMSETCS CMOCOBHOCTL K pasMHOXeHW0. B
[OMOMHEHNE K 3TOMY, BUPYCbl MOTYT NMOBPEANTL UMW MOMHOCTBLIO YHUYTOXUTbL BCE (halnbl U
[aHHble, NOAKOHTPOMbHbIE NOMb30BATENID, OT UMEHW KOTOPOro Bbina 3anyLeHa
3apaXxeHHas nporpaMma, a Takke NnoBpeauTb UK AaXe YHUYTOXMTb ONepaLMOHHY0
cucTeMy co BceMu (paitnamm B LiesloM. B 6onbLUMHCTBE CryyYaeB pacnpoCTpaHsTCs
BMPYCbI YEPE3 NHTEPHET.

MeTozb! 3aLuTbl OT BPEAOHOCHBIX NPOrpaMm:

1. Wicnonb3yin coBpeMeHHbIe OnepaLyoHHbIe CUCTEMbI, UMEIOLLME CEPbE3HbIN YPOBEHD
3aLLUMTbI OT BPEAOHOCHBIX NPOrpamm;

2. [10CTOSAHHO yCTaHaBNMBai NayTy (LMQpoBbIe 3annaTku, KOTOpbIe aBTOMATUYECK!
yCTaHaBMBAOTCS C Lienbto 4opaboTky NporpaMmbl) 1 apyrue 0BHOBIIEHUS CBOEN
onepauuoHHon cucteMbl. CkaumBaii MX TOMBKO C 0dhuLmManbHoro camnta paspabotunka OC.
Ecnu cyliecTByeT pexum aBTOMaTUYECKOro 0GHOBEHUS, BKITHOYM €rO;

3. Pabotait Ha cBOEM KOMMbIOTEPE MOA NpaBaMu NONb30BaTENS, a He
aaMUHUCTpaTopa. 3TO HE NO3BOMNMUT BOMbLLUMHCTBY BPEAOHOCHBIX MPOrpaMm
WHCTanIMpOBAaTLCS HAa TBOEM NEPCOHANTbHOM KOMMbIOTEPE;

4. Acnonb3yn aHTMBMPYCHbIE NPOrpaMMHbIe NMPOAYKTLI M3BECTHbIX NPOU3BOAUTENEN, C
aBTOMaTtnyeckum obHoBmneHnem 6as;

5. OrpaHnyb hU3nYEeCKNiA 4OCTYN K KOMMLIOTEPY AN NOCTOPOHHMX L,

6. Micnonb3yit BHeLHWe HoCcUTeNn MHAopMaLmn, Takue Kak doneLuka, A1CK uiv gans
N3 MHTEPHETA, TOSbKO U3 NPOBEPEHHBIX MCTOYHWKOB;

7. He oTKpbIBaK KOMMbIOTEPHbIE dhannbl, NOyYeHHbIE U3 HEHAAEXHbIX MCTOYHMKOB.
[axe Te hannbl, KOTOPbIe NpUcnasn TBOW 3HAKOMbIW. JTyyLle YyTOYHW Y Hero, OTnpaBnsan nu
OH Tebe ux.

Cetun WI-FI

Wi-Fi - 310 He BMA Nepeaayn AaHHbIX, HE TEXHOMOUS, a BCEro NnLb bpeHs, mapka.
Ewe B 1991 rogy HuaepnaHackas komnaHus 3apeructpuposana 6peng "WECA", yto
obosHavano cnosocoyeTaHue "Wireless Fidelity", koTopblit nepeBoanTCS Kak
"BecnpoBoaHas TOYHOCTL".

[o Hallero BpeMeHw aoLuna apyras abbpesmatypa, Kotopas sBSETCs Takon xe
TexHonoruen. 3to abbpesmatypa "Wi-Fi". Takoe Ha3BaHue 6bIno AaHO C HAMEKOM Ha
CTaHZapT BbICLLUEN 3BYKOBOW TexHUKM Hi-Fi, 4TO B nepeBoge 03Ha4aeT "BbiCOKas TOYHOCTL".



[a, 6ecnnaTHblil MIHTEPHET-ZOCTYN B Kadhe, OTENSX 1 a3ponopTax ABMseTcs OTAMYHON
BO3MOXHOCTbHO BbIXOAA B MHTEPHET. HO MHOTME SKCNEPTbI CYUTALOT, YTO 0BLLEe0CTYNHbIE
Wi-Fi ceTnt He siBnsoTCa 6e3onacHbIMM.

CogeTbl N0 6e3onacHocTM paboTbl B 06LLea0CTYNHbIX ceTax Wi-fi:

1. He nepegaBaii CBOK NWUYHYIO MHGopMaLmio Yepes obenoctynHble Wi-Fi ceTw.
PaboTas B HUX, XenaTtenbHO He BBOAUTbL Naponu 4OCTyna, NOMUHbI U Kakne-To HOMepa;

2. Vicnonb3yn 1 06HOBNAN aHTUBMPYCHbIE NporpaMmbl M BpaHamayep. TeM cambiM Tbl
obesonacuLlb cebs 0T 3aKadku BUpYyca Ha TBOE YCTPOWCTBO;

3. Mpu ncnonb3osanum Wi-Fi oTkmoum yHkumto "O6Lwymin focTyn K dhannam n
npuHTepam". [laHHas yHKLMS 3aKpbITa MO YMOSYaHUI0, OLHAKO HEKOTOPbIE NOSb30BaTENN
aKTUBMPYIOT ee Ans yaobcTea UCnonb3oBaHus B paboTe unu yuebe;

4. He ncnonb3ayi nybnuunbin WI-FI ans nepegaym nMYHbIX JaHHbIX, HANPUMEP A1
BbIX0Za B COLMArbHbIE CETW UMW B 3IIEKTPOHHYHO NOYTY;

5. Vicnonb3yit Tonbko 3awmieHHoe coeamHerne yepes HTTPS, a He HTTP, 1.e. npu
Habope Beb-aapeca BBoAM UMeHHO "https://";

6. B MobunbHOM TenedoHe oTknoum dyHKUmo "Moakntoderue K Wi-Fi
aBTOMaTnyeckun". He gonyckanm aBTOMaTYeCKoro NoakveHuns yetponctea k cetam Wi-Fi
6e3 TBOero cornacws.

CoumanbHble cetu

CoumanbHble CETU aKTUBHO BXOAST B HaLLly XW3Hb, MHOME NoaW paboTaroT W XKUBYT
TaM NOCTOSHHO, a B Facebook yxe 3aperncTpupoBaH MUINMapg, YeNoBeK, YTO SBIISETCS
O[IHOW ceabMON BCeX xutenen nnaHetbl. MHOrve nonb3oBaTeny He NOHMMALOT, YTO
WH(OPMaLKS, pa3MELLEHHas MU B COLMAnbHbIX CETAX, MOXKET BbITb HangeHa 1
MCNONb30BaHa KEM YroAHO, B TOM YMCHE He 0Bsi3aTenbHO ¢ brnarmmn HamepeHnaMu.

OCHOBHbI€ COBETbI M0 6€30MacHOCTM B COLIMANbHBIX CETSIX:

1. OrpaHnyb Cnncok apy3seit. Y Tebsi B Apy3bax He AOMKHO BbITh CryYanHbIX 1
He3HaKOMbIX Naew;

2. 3almLLail CBOK YaCTHYH XW3Hb. He ykasbiBai naponu, TenedoHsl, agpeca, gary
TBOETO POXAEHWUS U OPYTYI0 NINYHYIO MHGOPMaLW0. 3M0YMBbILLNEHHUK MOTYT UCNOMNb30BaTh
[axe HPOPMALWIO O TOM, KaK Tbl M TBOW POAUTENU NIIaHMPYeTe NPOBECTU KaHWKYIbI;

3. 3awumLan cBo penyTauuio - AepXi ee B YUCTOTE U 3agaBail cebe Bonpoc: XoTen
Bbl Tbl, YTOObI ApYre NONb30BATENW BUAENH, YTO Thl 3arpyxaellb? MNogymai, npexae Yem
YTO-TO ONybNMKOBATb, HAMUCaTL U 3arpy3uThb;

4. Ecnu Tbl roBOpULLb C NMOAbMU, KOTOPbIX HE 3HaELLb, He CMOSb3y CBOE pearnbHoe
UMS 1 OPYTYIO NINYHYIO MHGDOPMaLK: UMS, MECTO XUTENbCTBA, MeCTO y4ebbl 1 Npoyee;

5. M3beran pasmelleHns dotorpaduit B IHTEpHETE, rae Tbl N300paxeH Ha
MECTHOCTM, N0 KOTOPOW MOXHO ONPeaesiuTb TBOe MeCTONONOXEHNE,;

6. Mpwu pernctpayum B coumarnbHOM ceT HeOOXOAMMO UCMONb30BaTh COXHbIE
naposnu, coctosLme 13 BykB v LGP 1 C KOMUMYECTBOM 3HAKOB He MeHee 8;

7. [Ina coupanbHo CeTH, NOYTbI U APpYriX CanToB HEOOXOAMMO MCNONb30BaTh pasHble
naponu. Toraa ecnu Tebs B3NOMAKOT, TO 3/10YMbILLMEHHWKW NOSTyYaT JOCTYN TOMBKO K
OOHOMY MECTY, a He BO BCe Cpaasy.



ANEKTPOHHbIE AEHbLIY

ONeKTPOHHbIE AEeHbIM - 3TO 04YeHb YA0BHbIN CNOCcob nnaTtexeil, O4HaKO CyLLEeCTBYOT
MOLLEHHMKM, KOTOPbIE XOTSAT NOSTYYUTb TU AEHBIM.

ONeKTPOHHbIE AEeHbM NOSIBUNCL COBCEM HEaBHO M UMEHHO 13-3a 3TOr0 BO MHOTUX
rocyfapcTeax Ao CUX Mop He NPONMCaHo NPO HUX B 3aKOHaX.

B Poccum e oH1 (hYHKLMOHUPYIOT M O HUX YXKe MPOMCAHO B 3aKOHE, e UX
pasgenstoT Ha HECKOMbBKO BIOOB - aHOHUMHbIE U HE aHOHWMHbIE. Pa3Huua B TOM, 4TO
aHOHUMHbIE - 3TO T€, B KOTOPbIX paspeLlaeTcs NpoBOAUTb onepaLun 6es naeHTugukalmm
Nonb3oBaTens, a B HeaHOHUMHbIX MAEHTU(MKALMA NOMNb30BaTENS ABMAETCS
obs3aTenbHON.

Takxke cnefyeT pasnuyatb AEKTPOHHbIE (uaTHbIE AeHbMY (PaBHbI FOCYAAPCTBEHHLIM
BanoTaM) 1 3NEKTPOHHbIE HeuaTHbIE AeHbM (He paBHbI FOCYAaPCTBEHHLIM BantoTam).

OcHoBHble coBeTbI N0 Be3onacHomn paboTe ¢ ANEKTPOHHbIMY AeHbramu:

1. TpnBsiXmM K cHeTy MOBUNBbHBIN TENEMOH. ITO camblid YA0BHbIN 1 BbICTPEIA cnocob
BOCCTaHOBUTb AOCTYN K cyeTy. [prBsa3aHHbIN TenedoH NOMoXeT, ecnm 3abygellb CBOM
NNaTeXHbIV Naposib UMK 3aifellb Ha CalT C He3HAaKOMOrO YCTPONCTBA;

2. Vicnonb3yi ogHopa3oBble naponu. [ocne nepexoaa Ha YCUIEHHY0 aBTOpPU3aLInio
Tebe yxe He BydeT yrpoxaTb ONaCHOCTb Kpaxu UnW nepexsaTta NiaTexHoro napons;

3. Bbibepu cnoxHblid naponb. [MpecTynHukam 6yaeT He NpoCTo yragaTh COXKHbIN
naponb. HagexHble naponu - 370 Naponu, KOTOPbIE COAePXaT He MeHee 8 3HaKOB W
BKMOYaLOT B CeOS CTPOYHbBIE M NPOMNMCHbIe OYKBbI, LPbI 1 HECKONBKO CUMBOSIOB, TaK1e
KaK 3Hak aonnapa, hyHTa, BocKnuLaTenbHbIN 3Hak 1 T.n. Hanpumep, $tROng!;;

4. He BBOAM CBOM NUYHbIE JaHHbIE HA CailTax, KOTOPbIM He AOBEpsieLLb.

AneKTpOoHHasa noyTta

OnNeKTPOHHAs NoYTa - 3TO TEXHOMOMS 1 NPeSoCTaBSAEMbIE €0 YCNyrv No Nepechinke
W NOSYYEHMIO 3MEKTPOHHBIX COOBLLEHNIA, KOTOPbIE pacnpeaenstTCs B KOMMbIOTEPHOW CETH.
OBbIYHO 3NEKTPOHHBIN MOYTOBbIN ALLMK BbIFMAANT CReayoLmm obpasom:
MMS_Nonb3oBaTensa@ums_noMeHa. Takke KpoMe nepefayn npocToro TekcTa, MMeeTcs
BO3MOXHOCTb NepefasaTth (aisbl.

OcHoBHble coBeTbl Mo BezonacHom paboTe ¢ 3NeKTPOHHON NOYTOM:

1. Hago BblbpaThb NpaBuibHbIN NOYTOBLIN CEPBUC. B MHTEPHETE ECTb OrPOMHbIA
BbIGOp GecnnaTHbIX MOYTOBbIX CEPBUCOB, OAHAKO NyyLLe AOBEPSATL TEM, KOr0 3HaELb U KTO
NepBbIil B PEUTUHTE;

2. He ykasbiBail B IMYHO NOYTE NIMYHYI0 MHOpMaLmio. Hanpumep, nydile BbibpaThb
"My3blkanbHblA_aHat@" nm "pok2013" BmecTo "Temal3”;

3. Vicnonb3yit aByXxaTanHyo aBTopu3aLmio. ITo Korga noMumo napors Hy)XXHO BBOAMUTb
Kod, npucbinaembln no SMS;

4. Bbibepu CnoXHbIM Naponb. [ kaxaoro noYToBOro slMka SOMKeH ObITb CBOM
HaZEeXHbIW, YCTONYMBBIN K B3NOMY Naposib;

5. Ecnu ecTb BO3MOXHOCTb HanmcaTb CaMoOMy CBOW JINYHbIA BONPOC, UCMOMb3yMn 3Ty
BO3MOXHOCTb;



6. Mcnonb3yi HeCKOMbKO MOYTOBbIX ALWMKOB. [1epBbIi 4Ns YaCTHOW NEPenmcku ¢
agpecaTamu, KOTOpbIM Tbl 4OBEPSieLb. ITO ANEKTPOHHbIN adpec He Hafo UCMosb3oBaThb
npw perncTpauuy Ha opymax v cantax;

7. He oTkpbiBan hansibl U apyriie BIOXEHWUS B MNCbMaX, [axe €Criu OHW NMPULLIK OT
TBOMX ApYy3en. Jlyylle yTOYHW Y HUX, OTNpaBnsnn N oHu Tebe aTu dhannbl;

8. MNocne okoHYaHMs paboTbl Ha NOYTOBOM CepBUCE Nepes 3aKpbITUEM BKIaAKM C
CanTOM He 3abyab HaxaTb Ha "BbIMTn",

KnbepbynnuHr unu BuptyanbHoe U3geBaTenbCTBO

KnbepbynnuHr - npecneaoBaHne CoobLLeHnsmMmn, CogepaLimm ockopbreHus,
arpeccuto, 3anyriBaHue; XynmraHcTeo; coumansHoe HOMKOTUPOBaHNE C MOMOLLbIO
PasfIMYHbIX UHTEPHET-CEPBMCOB.

OcHoBHbIE COBETbI N0 60pbbe ¢ kKMbepbynMHrom:

1. He 6pocaiics B 6on. Jlyuwmin cnocob: nocoBeToBaThbCs Kak cebst BECTU U, €CIIN HET
TOro, K KOMy MOXHO 0BpaTUTLCS, TO BHaYane ycrnokouTbCs. ECiv Thl HAYHELb 0TBEYATb
OCKOpBIIEHMAMI Ha OCKOPBIIEHMS, TO TOMBKO eLle HoMbLUe Pa3oXKELLb KOHMINKT;

2. YnpaBnsn cBoen kubeppenyraumen;

3. AHOHUMHOCTb B ceTu MHUMast. CyLLecTBYHOT CNOCOBbI BbISICHUTb, KTO CTOUT 3a
AHOHWUMHbIM aKKaYHTOM;

4. He cTonT BECTW XynuraHckui 06pa3s BUPTYanbHOM Xu3Hu. IHTEpHET cuKeupyeT Bce
TBOW ENCTBUS U COXpaHSeT uX. YaanuTb ux byaeT kpanHe 3aTpyaHUTESNBHO;

5. Cobntoaai cBOK BUPTYanbHYK YECTb CMOMOAY;

6. MrHopupyi eanHnyHbIi HeraTue. OgHOpa3oBble 0CKOPOUTENbHbIE COOBLLEHMS
nyuie urHopmpoatb. OBbIYHO arpeccust NpekpaLlaeTcs Ha HavanbHOM CTaaum;

7. baH arpeccopa. B nporpammax obmMeHa MrHOBEHHbLIMW COOBLLEHMSMM, B
coumarnbHbIX CETAX CTb BO3MOXHOCTb BIIOKMPOBKY OTNPaBKY COOBLLEHMI C OnpeaeneHHbIX
aapecos;

8. Ecrm Tl cBuaeTenb knbepbynnuHra. TBoW AeNCTBUS: BbICTYNUTb NPOTUB
npecnegosartens, nokasatb eMy, 4TO ero JenCTBUS OLEHNBAKOTCA HEraTMBHO, Noaaepxarb
KEPTBY, KOTOPOM HY)XHa NCUXONIornyeckast NoOMOLLb, COOBLLMTL B3POCHbIM O (pakTe
arpeccuBHOro NoBeeHMs B CETH.

MoOunbHbIN TenedoH

CoBpeMeHHble cMapTdOHbI 1 NaHLWWETbI coaepKaT B cebe BNonHe B3POCIIbIN
(DYHKLMOHAT, ¥ Tenepb OHU MOTYT KOHKYPUPOBATb CO CTALMOHAPHBIMW KOMMbIOTEPaMM.
OpnHako, cpeacTB 3aluThbl Ans Nogo6HbIX YCTPONCTB NOKa 04eHb Mano. TecTupoBaHue
MOWCK YS3BUMOCTEN B HUX MPOUCXOANT HE TaK MHTEHCUBHO, Kak ans K, To xe camoe
KacaeTcst M MOBUIIbHBIX MPUIIOXKEHNI.

CoBpemeHHble MOOUIbHbIE Bpay3epbl yxXe NpaKTUYECKM LOrHaNM HaCTOMbHbIE
aHarory, 0gHaKo paclunpeHue yHKLMoHana Bneyet 3a coboit 60sbLLYH CIOXHOCTL 1
MEHbLUYH 3aLUMLLEHHOCTb.

[laneko He BCe NPOU3BOAMTESN BbINyCKalT OOHOBNEHNS, 3aKPbIBAOLLME KPUTUYECKME
YSI3BMOCTM 711 CBOMX YCTPOUCTB.

OcHoBHble coBeTbl ANst 6e30MacHOCTM MOBUNBHOTO TenedoHa:



Huyero He sBnsieTca no-HactosiwemMy becnnaTHbIM. Byab OCTOPOXeH, Befb Koraa
Tebe npeanaratoT 6ecnnaTHbIN KOHTEHT, B HEM MOTYT BbITb CKPbIThI Kakie-To nraTHbIe
yenyru;

[yman, npexzae Yem otnpasutb SMS, ¢oTo 1 Buaeo. Tol TOYHO 3HAELLb, A€ OHM
ByayT B KOHEYHOM UTOrE?

Heobxoammo 06HOBNSATL ONepaLoHHY0 CUCTEMY TBOETO CMapT(OHa;

Vcnonb3ayi aHTMBMPYCHbIE NPOorpaMMbl 4715 MOBUMbHbIX TENE(OHOB;

He 3arpyxa npuioxeH1s 0T HEU3BECTHOMO UCTOYHMKA, BEAb OHU MOTYT COAEepXaTb
BPEAOHOCHOE NporpaMMHoe obecneyeHue;

[Nocne TOro Kak Tbl BblZELb C canTa, rae BBOAWI JIMYHYI0 UHOpMALMIO, 3aiay B
HacTponkn Gpay3epa 1 yaanu cookies;

[Neproamnyeckn NPoBEPSIA, Kake niaTHble YCryrn akTMBMPOBaHb! HA TBOEM HOMEPE;

[laBait cBO HOMEP MOBUIBLHOTO TeneOoHa TOSbKO NKOAAM, KOTOPbIX Tbl 3HAELLb Y
KOMY [JOBEpSELLb;

Bluetooth gormxeH BbITh BbIKNIOYEH, KOrAa Thl UM He Nonb3yeLlbesi. He 3abbisai
WHOrAa NPOBEPSITb 3TO.

Online urpbl

CoBpeMeHHble OHManH-Urpbl - 3TO KPacoYHble, 3aXBaTblBaKLLME Pa3BIIEYEHNS,
0BbeauHSIOLLME COTHU ThICSY YENOBEK N0 BCEMY MUPY. Mrpoku nccneayoT AaHHbIN UM
MWp, 0BLLATCA APYr C APYrOM, BbINOSHSOT 3a[aHus, CPaxatoTCcs C MOHCTPaMM
nony4yatoT onbIT. 3a YA0BOMLCTBME OHW NNATAT: MOKYNAOT AMCK, ONfaynBaloT aboHeMeHT
UK NproBpETaKT Kakne-To LMK,

Bce a1 cpeacTsa uayT Ha nofaepaHue v passuThE Urpbl, a TaKke Ha camy
6e30MacHOCTb: COBEPLUIEHCTBYIOTCS CUCTEMbI aBTOPU3ALN, BbIMYCKAKOTCS HOBbIE NaTyM
(UmndbpoBble 3annaTtkv 4ns Nporpamm), 3akpbIBaKTCS YS3BUMOCTU CEPBEPOB.

B nogobHbIx urpax CToUT onacaTbCst He CTOMBKO CBOMX CONEPHUKOB, CKOSBKO KpaXu
TBOErO Napons, Ha KOTOPOM OCHOBaHa CUcTeMa aBTopu3aLmy 6oNbLIKHCTBA UMp.

OcHoBHble coBeTbl N0 6e30MacHOCTH TBOErO UrPOBOTO akkayHTa:

1. Ecnv gpyromn urpok BeaeT cebs noxo unm cosaaet Tebe HeNnpUATHOCTHY,
3abnokupyit ero B CNCKE UrPOKOB;

2. MNoxanynca agMMHUCTpaTOpam Urpbl Ha NIIoXoe NoBefeHe 3TOro Urpoka,
KenaTtesibHO NPUIOXUTL Kakue-To [oka3aTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBail NUYHY0 MHGOpMaLWo B npodpaiine urpbl;

4. YBaxai Opyrux y4aCTHWUKOB MO Urpe;

5. He yctaHaBnmBai HeouLUmMansHbIe NaT4y U MOAbI;

6. Mcnonb3yi crnoxHble 1 pasHble Naponu;

7. [laxxe BO BpeMS Urpbl HE CTOUT OTKMKYATb aHTUBMPYC. [1oka Tbl UrpaeLlb, TBOW
KOMMbOTEP MOTYT 3apasnTb.

OULWKHT MNK KpaXa NUYHBIX AAHHbIX

OBbIYHO Kpaxen AeHer N JOKYMEHTOB CErofHs Y>Ke HUKOTO HE YAMBMLLb, HO C
Pa3BUTUEM UHTEPHET-TEXHOMOTMI 3MOYMBbILLMEHHUKA NEPEMECTUIIUCE B MHTEPHET, U
NPOAOIKAT 3aHMMaThCS "NOUMBLIM" Aenom.



Tak nosiBunack HoBas yrposa: MHTEPHET-MOLLEHHNYECTBA MU (OULLIMHT, rMaBHas Lenb
KOTOPOro COCTOMUT B MOMyYEHUM KOHMAEHUMAMNBHBIX AaHHbIX NONb30BaTESIEN - TOTMHOB W
naponen. Ha aHrnunckom a3bike phishing untaetcs kak gouwmHr (oT fishing - peibHas
noens, password - naposb).

OcHoBHble COBEThI N0 Bopbhe € PULLNHIOM:

1. Cnepaw 3a cBOMM akkayHTOM. Ecnmn Tbl nofo3peBaelLb, YTO TBOS aHKeTa bbina
B3/10MaHa, T0 He0b6X0AMMO 3abroKMpoBaTh €€ N COOBLLUMTL aaMUHUCTPaTOpam pecypca 06
9TOM KaK MOXHO CKOpeE;

2. Vicnonb3yi 6e3onacHble Be6-CaiiTbl, B TOM YUCIE, MHTEPHET-MarasHoB 1
MOWCKOBbIX CUCTEM;

3. Vicnonb3ayit crioxHble 1 pasHble naponu. Takum obpa3om, ecrnn Tebsi B3romaroT, T0
3NOYMbILLNEHHMKIA NonyyaT JOCTYN TOMbKO K OAHOMY TBOEMY NPOMUIIIO B CETU, @ He KO
BCEM,;

4. Ecnn Teb5 B3nomanu, To Heobxoanmo NpeaynpeanTb BCEX CBOWUX 3HAKOMBbIX,
KoTopble foBaBneHbl Y Tebs B ApY3bsiX, O TOM, YTO Tebs B3NOManu 1, BO3MOXHO, OT TBOEMO
UMeHn BydeT paccbinatbCsl Cnam U CCbINKN Ha PULLMHIOBbIE CalTbl;

5. YctaHoBu HagexHbIn naporb (PIN) Ha MOGUbHbIN TeNedoH;

6. OTKNtoYM coxpaHeHmne napons B bpaysepe;

7. He oTkpbiBan hansibl U apyriie BIOXEHWUS B MNCbMaX, [axe €CIiu OHW NMPULLIK OT
TBOMX ApYy3en. Jlyylle yTOUHN Y HUX, OTNPaBRsnN Nk OHM Tebe 3T dhannbl.

Lindpposas penytaums

LincbpoBas penyTaums - 370 HeraTMBHas UM NO3MTUBHAS MHGOPMaLIMS B CETH O Tebe.
KomnpomeTupytoLias MHgopmaLms, pasmeLleHHas B MIHTEPHETE, MOXET Cepbe3HbIM
0Bpa3om 0TpasnTbCs Ha TBOEI peanbHON Xu3Hu. "Lindposas penytaums” - 970 TBOW
UMUK, KOTOPbIA (POPMUPYETCA U3 MHGOPMaLMKM O Tebe B MHTEPHETE.

TBOE MECTO XUTENbLCTBA, Y4ebbl, TBOE (IMHAHCOBOE MONOXeHWe, 0COBEHHOCTH
XapakTtepa ¥ pacckasbl 0 Hnn3kuX - BCe 9TO HaKkanIMBaeTcs B CETW.

MHorue nogpoCTKM NIErKOMBICTIEHHO OTHOCATCS K NyOnuKauum IMYHON MHgopMaumum B
IHTepHeTe, He NOHMMas BO3MOXHbIX MOCNEACTBUNA. Thl JaXe HE CMOXELLb AorafaTtbCcs 0
TOM, YTO hoTOrpadus, pasmeLleHHas 5 neT Hasag, ctana NPUYNHON 0TKasa NPUHATL TeDS
Ha pabory.

KommeHTapuu, pasmeLLeHne TBOMX hotorpadun 1 apyrue AencTBus MOryT He
NCYE3HYTb Ajaxe Nocre Toro, Kak Tbl MX yAaNWLWb. Thl HE 3HAELUb, KTO COXpaHun aTy
WHhOpMaLMIo, Monara v OHa B MOWCKOBbIE CUCTEMbI 1 COXPaHWIACh JM OHa, a rMaBHoE:
YTO NoZyMatoT 0 Tebe OKpyxatoLLme 4K, KOTopble HanayT 1 YBUAAT 3T0. Hantu
WHCOPMALMIO MHOTO NIET CMYCTS CMOXET JII0BOW - Kak 13 4oOpbIX NOOYXAEHWN, TaK U C
HaMepPEHNEM NPUYUHUTL Bpes,. ATO MOXET ObITb KTO YrOZHO.

OCHOBHbI€E COBETbI MO 3aLMTe LMPPOBOIA penyTaLum:

1. Mogyman, npexzae Yem 4To-T0 Nyb6nnkoBaTh M nepeaasatsb y cebs B brore unm B
coumarbHou ceTu;

2. B HacTpoikax npouns yCTaHOBW OrpaHNyeHns Ha NPOCMOTP TBOEro Npoguns 1
ero COePXu1MOro, caenan ero TonbKo "ansa apysen”;



3. He pa3meLuan v He yka3sbiBai MHOPMaLWIO, KOTOPast MOXET KOro-nnmbo ockopbnaTth
Unm obmxatb.

ABTOpcKoe npaBo

CoBpeMeHHble LUKOMbHUKK - aKTUBHbIE MOSb30BaTent LMgpoBOro NpocTpaHCTBa.
OpfHako Aaneko He BCE 3HAKOT, YTO MOMb30BAHNE MHOMIMIU BO3MOXHOCTSMU LCHPOBOTO
Mupa TpebyeT cobntogeHns NpaB Ha MHTENNEKTyanbHY COOCTBEHHOCTb.

TepMuH "MHTeNnekTyanbHas COBCTBEHHOCTL" OTHOCUTCS K Pa3nMYHbIM TBOPEHUSIM
YerioBEeYECKOro ymMa, HaunHas ¢ HOBbIX M306pEeTEHNI 1 3HaKOB, 0603HaYaOLLIMX
COBCTBEHHOCTb Ha MPOAYKTbI U YCAYTK, U 3akaHuMBas KHUramu, hotorpadousmu,
KMHO(OMNbMamMy 1 My3blKaribHbIMU MPOU3BEAEHNAMU.

ABTOpCKME NpaBa - 3TO NpaBa Ha MHTENNEKTyarnbHyt0 COBCTBEHHOCTb Ha
NPOW3BEOEHUS HAYKW, IUTEPATYPbI M UCKyCCTBA. ABTOPCKME NpaBa BbICTYNAT B KAYECTBE
rapaHTUmM TOro, YTO MHTENEKTYarbHbIA/TBOPYECKUI TPy aBTOpa He ByaeT HanpacHbIM,
[acT emy CripaBefiMBble BO3MOXHOCTU 3apaboTaTth Ha pesynbTaTax CBOero Tpyaa,
NOMYyYMTb U3BECTHOCTb W NpU3HaHWe. HUKTO 6e3 paspeLueHus aBTopa He MOXeT
BOCMPOU3BOANTL Er0 NPOU3BEAEHWE, PACNPOCTPaHATb, NyBNMYHO AEMOHCTPUPOBATS,
npogasaTtb, UMNOPTUPOBATh, NyckaTb B NPOKAT, My6ANYHO MCNOMHATB,
NoKa3bIBaTL/MCMOSHATL B 3upe 1nn pasmeLaTb B MIHTEpHeTE.

Vcnonb3oBaHue "nmnpaTckoro" NporpaMMHOro 06ecneyeHnst MOXeT NPUBECTU K MHOTUM
puckam: OT NOTepyn AaHHbIX K TBOMM akkayHTaM 0 610KMPOBKY TBOETO YCTPONCTBA, Iae
yCTaHOBEHA HeneranbHas nporpamma. He CTouT Takke 3abbiBaTh, YTO CYLLECTBYIOT
neranbHble W GecnnaTHble NPOrpamMMbl, KOTOPbIE MOXHO HalTK B CETU.



